Universidad
de La Laguna

Privacy Policy of the University of La Laguna
Virtual Campus: Information on the Processing
of Personal Data

In accordance with current and applicable data protection regulations, the
University of La Laguna (hereinafter, ULL), as the data controller for the information
collected through the Virtual Campus, hereby informs users about the processing of their
personal data in accordance with this policy.
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1.- Who processes your data?
The data controller is:

University of La Laguna
Tax ID Number (Spanish CIF): Q3818001D
Address: Calle Padre Herrera S/N (P.O. Box 456), 38200 La Laguna, Tenerife,
Spain
e Contact Email: vicincal@ull.edu.es

2.- How can you contact the Data Protection Officer?

If you have any questions or concerns regarding how your personal data is
processed, you may contact the Data Protection Officer (DPO) at dpd@ull.edu.es. They
will provide assistance, supply the requested information, and help you exercise your
rights where necessary.
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3.- What data do we process through the virtual classroom and for what
purposes?

The University of La Laguna processes your identification and contact data to

provide access to the platform and its features. This includes communication between the
University, teaching staff and students, as well as participation in virtual classes within
the ULL dual-mode education system. The data derived from interaction with the
platform are grouped into the following categories:

Academic data: For student profiles, for the purpose of managing the student-
university relationship.

Employment details: for teaching profiles, for the purpose of managing the
professional-university relationship.

Academic and professional data related to teaching and research activities.

Economic data: When necessary for the processing of administrative procedures
related to ULL.

Voice and image processing: When the camera is activated during virtual classes.

Profile Information: All information provided by you in your profile, messages,
chats and classes accessed via the Virtual Campus may be processed by ULL to
ensure a secure user environment and high standards of service quality.

Anonymous browsing data: Such as IP address, operating system or browser, for
the purposes of web analysis and improvement.

4.- What is the lawful basis for processing your data?

Contractual relationship: For the provision of the public service of higher
education pursuant to Articles 1 and 2 of Organic Law 6/2001 dated 21 December
on Universities, and Article 6.1.b of the General Data Protection Regulation
(GDPR, the EU data protection law), applicable to student profiles.

Contractual relationship: Concerning the employment arrangements between
teaching staff and the University, applicable to teaching profiles.

Public service provision: For online classes, processing derives from ULL’s dual-
mode education system, which combines face-to-face and online teaching.

Consent: The recording of images is subject to the individual's consent. When a
user voluntarily activates their camera during a session, consent is deemed to have
been given.

Legal obligations: For compliance with the University's legal obligations.
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e Legitimate interest: Based on the need to maintain a secure user environment,
which serves as the lawful basis when access to messages, forums or chats is
required to moderate content or resolve conflicts.

5.- Whom do we share your data with?

e Other users: Students and teaching staff should be aware that, during virtual
classes, identifying and contact details, as well as image and voice data (where
applicable), may be visible to other connected users.

e Public authorities: Data may be transferred to public authorities in compliance
with legal obligations that apply to the University.

e Third-party providers: When Virtual Campus technical or platform support
services are provided by third parties, they act as data processors and are required
to ensure compliance with data protection regulations.

6.- Are international data transfers carried out?

The ULL Virtual Campus is hosted on the Moodle platform, with which the
University has formalised the corresponding service agreement, including the necessary
regulation of data processing arising from that relationship. However, it should be noted
that this arrangement may involve international data transfers, that is, to third countries
located outside the European Economic Area (EEA). In all cases, such transfers are
subject to Standard Contractual Clauses to ensure an equivalent and adequate level of
protection. This also applies to tools integrated by ULL into Moodle to expand the
services and features of the platform. These tools are always pre-evaluated, and the ULL
formalises the service agreement and the related data processing with appropriate
safeguards.

7.- How long will we keep the data?

e Institutional environments: Data stored in the Virtual Campus will be retained for
a maximum of six years from the initial publication of the environment. If an
inspection request is made or a competent authority requires access for the
evaluation of official degrees, deletion will be postponed until a final court ruling
is issued.

e Recordings: These will be used for at least the period corresponding to the
academic year, without prejudice to their subsequent reuse for academic purposes.

e Legal blocking: Information will be duly blocked for additional periods
corresponding to the statute of limitations for potential legal liabilities.

e Historical value: Information of historical value will be kept retained indefinitely,
subject to approval by the Expungement Commission (Comision de Expurgo)
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under Law 16/1985 on Spanish Historical Heritage.

8.- What rights do you have?
Users may request from the University of La Laguna:

® Access to their personal data, for example, to confirm whether it is being
processed and to ensure that it is correct and up to date.

e Rectification to correct errors or omissions. When exercising this right, users must
indicate what needs to be rectified and provide justification if necessary.

e FErasure of data when they consider that processing should no longer continue. In
this case, it is advisable to inform the University of the reasons for the request.

e Restriction of processing to have their data blocked as a guarantee of their rights.

e When data has been processed in fulfillment of a mission carried out in the public
interest vested in ULL, or based on the legitimate interests of the University, users
may also object to such processing for reasons related to their particular situation.
In such cases, it is advisable to provide reasons so that the University may assess
the request.

e Where legally possible, users may request the right to data portability, so that their
data can be provided in a format compatible with other systems or transmitted to
another data controller indicated by them, provided this is technically feasible.

e If users have freely given their consent for data processing, they may withdraw it
in the same manner.

9.- How can you exercise your rights?

Data subjects may exercise their rights of access, rectification, erasure and
restriction of processing, as well as the right to data portability, the right to object to
processing, and, where applicable, the right not to be subject to decisions based solely on
automated processing of their data. These rights can be exercised before the University
of La Laguna through the electronic procedure established for this purpose, available at
the ULL Electronic Office at the following link: https:/sede.ull.es/ecivilis-
site/catalog/showProcedure/230, or by sending an email to the Data Protection Officer.

10.- Who guarantees your rights, and to whom can you appeal?

If you wish to file a claim or obtain additional information regarding data
protection regulations in Spain, the competent authority is the Spanish Data Protection
Agency (AEPD), located at Jorge Juan, 6 28001, Madrid.
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